BO KHOA HQC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tu do - Hanh phuc

S6: 619 /TTCNTT-HTATTT Ha Néi, ngay 27 thang 11 nam 2024
Vv canh bao chién dich tan cong c6 chu
dich cia nhém APT Earth Estries

Kinh gtri: Cac don vi truc thuéc Bo
(Danh sach kém theo)

Theo canh béo ctia Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC),
Cuc An toan thong tin, B6 Thong tin va Truyén thong tai Cong vin s6 2448/CATTT-
NCSC ngay 22/11/2024, da phat hién va ghi nhan théng tin lién quan dén chién dich tin
cong co chu dich ciia nhom APT Earth Estries. Nhom st dung hai chudi tin cong c¢6 diém
twrong dong voi nhau dé khai thac 16 hong an toan thong tin ton tai trén cac hé théng nhu
may chi Microsoft Exchange, cong cu quan Iy adapter mang, muc tiéu chu yéu 1 cac don
vi quan 1y ha ting mang va hé thong thong tin quan trong.

Nhim dam bao an toan thong tin cho hé thdng thong tin cia Quy don vi, Trung
tam Cong nghé thdng tin dé nghi Quy don vi thuc hién:

1. Kiém tra, ra soat hé thong thong tin dang sir dung c6 kha ning bj anh hudng boi
16 hong an toan thong tin trén. Chu dong theo ddi cac thong tin lién quan dén dén céc
chién dich tan cong mang nham thuc hién ngin chian sém, tranh nguy co bi tin cong
(tham khao thong tin tai Phu luc kem theo).

2. Tang cuong giam sat va sin sang phuong an xir 1y khi phat hién c6 dau hiéu bi
khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao cia cac co
quan chirc ning va cac to chirc 10n vé an toan thong tin dé phat hién kip thoi cac nguy
co tin cong mang.

3. Giri bao céo két qua ra soat hé thong vé Trung tam Cong nghé thong tin chim
nhit truéc ngay 03/12/2024 dé tong hop, bao cdo co quan chirc ning . Trong trudng
hop can thiét c6 thé lién hé dau mbi hd trg ciia Trung tAm Cong nghé thong tin: Phong
Ha tﬁng va an toan thong tin, 113 Tran Duy Hung, Trung Hoa, Cau Giéy, Ha Noi; sb
dién thoai: 024.39439060; dia chi thu dién tir: phongktht@most.gov.vn.
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Phu luc
THONG TIN VE CHI TIET VE LO HONG AN TOAN THONG TIN
(Kem theo Cong van so 619 /TTCNTT-HTATTT ngay 27 /11 /2024
cua Trung tdm Cong nghé thong tin)

1. Théng tin cac 16 hong bio mat

Trung tim Gidm sat an toan khong gian mang qudc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan chién dich tin cong c6 cha dich ciia nhom APT
Earth Estries. Nhom Earth Estries thuc hién céac chién dich tin cong tinh vi bﬁng
cach khai thac 16 hong trén cac hé thong nhu Microsoft Exchange va cong cu quan
Iy adapter mang. Nhom st dung cac ma doc nhu Cobalt Strike, Crowdoor,
Zingdoor, va SnappyBee dé lay lan, duy tri két néi, thu thap dir liéu va che giau
luu luvong mang thong qua proxy ndi bg, déng thot lién tuc cip nhat cong cu dé
né tranh phat hi¢n. Cac dit liéu danh cdp dugc trich xuét téi cac dich vu chia sé
file 4n danh hodc may chu C&C.

Ngoai cac ma doc ké trén, hé théng muc tiéu con chira ma doc Cryptmerlin
c6 chirc nang thuc thi I€nh gui téi tr may chi C&C va FuxosDoor ma ddc cai vao
IIS trén may chu Exchange, thuc thi 1énh st dung cmd.exe.

Cdc don vi cé thé tai xuéng cac ma I0C tai: https://alert.khonggianmang.vn/

Mot so IoC lién quan dén cac tan cong gan day:
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2. Tai liéu tham khao

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries-persistent-ttps-in-prolonged-cyber-o0.html




DANH SACH CAC PON VINHAN VAN BAN
(Kém theo Cong vin s6  619/TTCNTT-HTATTT ngay 27 /10/2024
cua Trung tam Cong nghé thong tin)
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Tén don vi

Thanh tra Bo

Cuc Phat trién cong nghé va D61 méi sang tao.

Cuc Thong tin Khoa hoc va cong nghé qudc gia

Cuc Phat trién thi trudng va doanh nghiép khoa hoc va cong nghé

Cuc An toan burc xa va hat nhan

Cuc S¢ hiru tri tué

Uy ban Tiéu chuan Po ludng Chit lugng Qudc gia

Hoc vién Khoa hoc, Cong nghé¢ va B61 mai sang tao
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Vién Khoa hoc va céng nghé Viét Nam - Han Québc (VKIST)
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Vién Nghién ctru sang ché va Khai thac cong nghé
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Vién Nang luong nguyén tir Viét Nam
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Vién Ung dung cong nghé
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Vién Déanh gia khoa hoc va Pinh gia cong nghé
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Vién Khoa hoc s¢ hiru tri tué

-
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Vién Nghién ctru va Phat trién Ving

16. | Van phong cac Chuong trinh trong diém cap nha nudc

17. | Van phong Cong nhan chat luong

18. | Van phong Pang ky hoat dong khoa hoc va cong nghé

19. | Vin phong cac Chuong trinh khoa hoc va cong nghé qudc gia
20. | Bao VnExpress

21. | Tap chi Khoa hoc va Cong ngh¢ Vi¢t Nam
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.| Nha xuét ban Khoa hoc va K¥ thuat
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Quy Phat trién khoa hoc va cong nghé quéc gia
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Quy Boi méi cong nghé quoc gia
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Trung tdm Nghién ctru va Phat trién truyén thong khoa hoc va cong nghé

)
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Trung tdm Nghién ctru va Phat trién hoi nhap khoa hoc va cong nghé quéc té

)
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Trung tdm Cong ngh¢ thong tin
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