BO KHOA HQOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN DPoc 1ap - Tu do - Hanh phuc

S6: 392 [TTCNTT-HTATTT Ha Néi, ngay 24thang 07 nim 2024
Vv canh bao rui ro an toan thong tin lién

quan dén san pham cia CrowdStrike

Kinh guri: Cac don vi truc thudc Bo
(Danh sach kém theo)

Ngay 20/07/2024 Cuc An toan théng tin — Bo Thong tin va Truyén thong da
phat hanh Cong vin sé 1384/CATTT-NCSC vé viéc canh bao rdi ro an toan thong
tin lién quan dén san pham cta CrowdStrike. Su ¢d trén d3 gy anh huong toi nhiéu
co quan, t6 chtic trén thé gidi, trong d6 bao gdm Purc, Singapore, Tdy Ban Nha, An
D9, Israel, Nam Phi,.... Cu thé, cac may tinh chay hé diéu hanh Windows 10 va cai
dit phadn mém Falcon Sensor cia hing CrowdStrike déu gap 161 man hinh xanh (Blue
Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong binh thuong.
Piéu nay gay anh huong téi hé thong thong tin va hoat dong cua ca nhan, co quan,
t6 chirc. Nha phat trién CrowdStrike di dua ra thong bao xac nhan rai ro va thuc
hién khoi phuc phan mém Falcon Sensor dé tranh gay thém anh hudng téi thiét bi
ctia nguoi dung. Thong tin chi tiét va hudng dan khic phuc dbi voi cac thiét bi da bi
anh hudéng duogc trinh bay tai Phu luc.

Nham dam bao an toan thong tin cho hé théng thong tin ciia Quy Pon vi va
nguoi st dung, Trung tam Cong nghé thong tin khuyén nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat, hé thong thong tin dang st dung c6 kha nang bi anh hudng boi
rii ro an toan thong tin trén. Chu dong theo ddi cac thong tin lién quan nham thuc hién
khic phuc rui ro trong trudng hop bi anh hudng.

2. Tang cudng giam sat va san sang phuong an xur 1y khi phéat hién c6
dau hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh
béo clia cac co quan chiic ning va céc to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét c6 thé lién hé ddu mbi hd tro ciia Trung tam Cong
nghé thong tin: Phong Ha tang va an toan thong tin, 113 Tran Duy Hung, Trung
Hoa, Cau Gidy, Ha Noi; s6 dién thoai: 024.39439060; dia chi thu dién tir
phongktht@most.gov.vn.

Tran trong.%

Noi nhan:

- Nhu trén;

- Thi trudng Bui Thé Duy (dé b/c);

- Giam dbc (dé b/c);

- Cbdng thong tin dién tir ciia Bo (dé dang tai);
- Luu: VT.




Phu luc
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN
(Kém theo Cong van sé 392 /TTCNTT-HTATTT ngay24 /07 /2024
cua Trung tdm Cong nghé thong tin)

1. Thong tin chi tiét vé rii ro an toan thong tin lién quan dén sin phim cia
CrowdStrike

Cuc An toan thong tin da phat hién rui ro an toan thong tin lién quan dén san pham
ctia CrowdStrike. Cu thé, céc may tinh chay h¢ diéu hanh Windows 10 va cai dat phém
mém Falcon Sensor ctia hdng CrowdStrike déu gap 16i man hinh xanh (Blue Screen Of
Death - BSOD) va khong thé khoi dong lai dé hoat dong binh thuong. Didu nay giy anh
huong téi hé théng thong tin va hoat dong cua ca nhan, co quan, to chirc. Nha phat trién
CrowdStrike da dua ra thong bado xac nhén rui ro va thuc hién khéi phuc phén mém Falcon
Sensor dé tranh gay thém anh huong t6i thiét bi cia nguoi ding.

Hwéng din khic phuc d6i véi cac thiét bi da bi anh hwéng:

Buoc 1: Khéi dong lai may tinh va vao ché do Safe Mode hoic Windows Recovery
Environment.

Bugce 2: Truy cép thu muc “C:\Windows\System32\drivers\CrowdStrike”

Buoc 3: Xbda bd cac tap tin c6 dinh dang “C-00000291*.sys” (tap tin c6 dinh dang
.Sys va tén bat dau bang chudi C-00000291)

Buoc 4: Khoi dong lai may tinh va st dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-crashes-
related-to-Falcon-Sensor-2024-07-19



DANH SACH CAC PON VINHAN VAN BAN
(Kem theo Cong van so 392 /TTCNTT-HTATTT ngay24 /07/2024
cua Trung tam Cong nghé thong tin)
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Tén don vi

Thanh tra Bo

Cuc Phat trién cong nghé va D61 méi sang tao.

Cuc Thong tin Khoa hoc va cong nghé qudc gia

Cuc Phat trién thi trudng va doanh nghiép khoa hoc va cong nghé

Cuc An toan burc xa va hat nhan

Cuc S¢ hiru tri tué

Uy ban Tiéu chuan Po ludng Chit lugng Qudc gia

Hoc vién Khoa hoc, Cong nghé¢ va B61 mai sang tao
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Vién Khoa hoc va céng nghé Viét Nam - Han Québc (VKIST)
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Vién Nghién ctru sang ché va Khai thac cong nghé
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Vién Nang luong nguyén tir Viét Nam
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Vién Ung dung cong nghé
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Vién Déanh gia khoa hoc va Pinh gia cong nghé
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Vién Khoa hoc s¢ hiru tri tué

-
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Vién Nghién ctru va Phat trién Ving

16. | Van phong cac Chuong trinh trong diém cap nha nuéc

17. | Van phong Cong nhan chat luong

18. | Van phong Pang ky hoat dong khoa hoc va cong nghé

19. | Vin phong cac Chuong trinh khoa hoc va cong nghé qudc gia
20. | Bao VnExpress

21. | Tap chi Khoa hoc va Cong ngh¢ Viét Nam
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.| Nha xuét ban Khoa hoc va K¥ thuat
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Quy Phat trién khoa hoc va cong nghé quéc gia
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Quy Boi méi cong nghé quoc gia
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Trung tdm Nghién ctru va Phat trién truyén thong khoa hoc va cong nghé

)
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Trung tdm Nghién ctru va Phat trién hoi nhap khoa hoc va cong nghé quéc té

)
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Trung tdm Cong ngh¢ thong tin



https://www.most.gov.vn/vn/pages/ChiTietToChuc.aspx?tochucID=2737
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