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S6:127 {T'I:CNTT-KTHT Ha Noi, ngay 27 thang 05 nam 2021
V/Iv canh béo 16 hong bao mat méi trong
VMware vCenter Server

Kinh gui: Cac don vi truc thuoc Bo ¢ hé thong cdng nghé théng tin

Vao ngay 25/05 vira qua, VMware da phat hanh ban vé cho 02 16 hong bao
mat (CVE-2021-21985, CVE-2021-21986) trong VMware vCenter Server, anh
hudng den cac phién ban 6.5, 6.7, 7.0. Cu thé nhu sau:

1. CVE-2021-21985

- Lb héng ton tai trong vSphere Client (HTML5) do thiéu xac thuc dau vao
trong Virtual SAN Health Check plug-in duoc bat méac dinh trong vCenter Server.
Déi tugng tin cong co thé khai thac 16 hong tir xa ma khdng can xac thuc, tan
cong dé dang véi do phuc tap thap.

- biém CVSS: 9.8 (nghiém trong)

2. CVE-2021-21986

- L& hong ton tai trong co ché xéac thuc vSphere cho Virtual SAN Health
Check, Site Recovery, vSphere Lifecycle Manager va VMware Cloud Director
Availability plug-ins, cho phép ddi tuong tan cong thuc thi ma ma khdng can xac
thuec.

- biém CVSS: 6.5 (trung binh)

3. Hwéong dan khic phuc:

Cach tot nhat dé khac phuc 16 hong 1a cap nhat ban va. Link tham khao
tai: https://www.vmware.com/security/advisories/\VMSA-2021-0010.html

Trong trudng hop, chua thé nang cap ban va, co thé thyuc thién bién phap
thay thé giam thiéu. Cac budc thuc hién co tai:
https://kb.vmware.com/s/article/83829

Trung tdm Coéng nghé thong tin xin giri thong tin canh bao dé Quy don vi
kiém tra, ra soat va nang cap ban va kip thoi phong tranh nguy co bi tan cong.

Trong trudng hop can thiét ¢ thé lién hé dau méi hd trg cta Trung tam
Cong nghé thdng tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu dién
tu: phongktht@most.gov.vn.

Tran trong./ ,

Noi nhan:

- Nhu trén;

- Thir truong Bui Thé Duy (dé b/c);

- Cong thong tin dién tir Bo KH&CN;
- Luu: VT, KTHT.
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DANH SACH CAC PON VI CO HE THONG CNTT

(Kém theo Cong van sé ITTCNTT-KTHT ngay / /2021)
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Tén don vi

Cuc Thdng tin khoa hoc va cong nghé québc gia

Cuc S¢& hiru tri tué

Tong cuc Tiéu chuan Do luong Chat luong

Hoc vién Khoa hoc, Cong nghé va DBbi méi sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Quy phat trién khoa hoc va cong nghé québc gia

Cuc An toan burc xa va hat nhan
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Quy d6i méi cdng nghé quéc gia
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Ban Quan ly Khu céng nghé cao Hoa Lac
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